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1 The Topic Confiuration Tool
Knowledge Administrator in the company uses the Topic Configuration tool to:

a) Maintain and establish the Knowledge Index with its topics

b) Maintain and establish keywords in the Knowledge Index

c) Define default behaviour (search, explore or show all) for different top-level keywords in each topic

d) Maintain and establish roles for different relations between different object types
e) Define secure nodes
2 Topics
The "Topics" tab shows the topics, i.e. main information categories which together with the keywords form the Knowledge Index.
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	Figure  AUTONUM  Topics of the Knowledge Index.



2.1 Sorting
You can sort your topics by clicking the topmost item in the structure ("Knowledge Map Root") under the "Topics" tab. With buttons at the right, you move topics up or down in the sort order they fit to your organisation. Or you may sort them alphabetically.
2.2 Adding a new topic
You can add new topics to the Knowledge Index by right-clicking when standing on an existing topic.
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	Figure  AUTONUM  Adding a new topic.




2.3 Modifying a topic

Furthermore, for each topic in the Knowledge Index, by clicking on the topic you can modify its configuration.
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	Figure  AUTONUM  Properties of a topic.




1. Modify name of the topic.

2. Define a new image file for the topic. In the example above, this is set to organisasjon.gif. 

3. Define / Modify default action for each dimension (or top-level keyword) that exists under the topic. Default actions may be:

a. Show All - When user clicks on a keyword in this dimension under this topic, this will result in showing all objects that lie under this keyword and all the keywords under this one, i.e. recursive behaviour in search. 

b. Explore - Only objects that lie under the particular keyword will be shown, i.e. objects that lie under its sub-keywords will not be shown.

c. Search - When user clicks on such a keyword, no objects will be shown. S/he will instead receive the search dialog to start any search. This may be a proper choice if one knows that a particular keyword or keywords under a particular keyword contains hundreds or even thousands of objects under it.

4. Change the sort order of dimensions.

5. Make top-level keywords hidden / visible.

6. Create a new dimension by picking a keyword tree. (Note that keyword trees should be created first. Note also that the same keyword tree may be used under different topics.)
7. You may remove a dimension by checking the check box in front of it and then clicking on the "Remove selected"-button. Removing a dimension does not delete the dimension itself; it just removes the connection between the current dimension and the topic:
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	Figure  AUTONUM  Removing a dimension.




8. You may define valid object types and their sort order per topic. Only when an object type is defined as valid for a topic that you can place objects of this type under that topic. In the example below, Person and Organizational Unit object types are defined as valid for the "Organisasjon" topic. This makes it possible to place person and organizational-unit objects under this topic.
9. You may remove a valid object type by checking the check box in front of it and then clicking on the "Remove selected"-button. Removing a valid object type does not delete the object type itself; it just removes the connection between the current object type and the topic:
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	Figure  AUTONUM  Removing a valid object type.




10. You may delete a topic with the Delete-button, but note that deleting a topic may cause irreversible loss of important data and configuration settings.
2.4 Modifying keywords under a topic
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	Figure  AUTONUM  Keywords under a topic.




1. When you click on a keyword under a topic, you may perform the same actions on that keyword as if you are standing on the "Keyword Trees" pane (see 5.4).

2. When you click on a keyword under a topic and choose the "Access" button, you may perform the same security actions on that keyword as if you are standing on the "Secure Nodes" pane (see 5.6). 
2.4.1 Access to the keyword

As a shortcut to the “Access” button, access restrictions to a keyword under a specific topic are shown also in this dialog: 
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	Figure  AUTONUM  Access to keywords under a topic.




1. With “Add Group…” and “Remove” buttons you can specify which users / groups will have Read, Write or Owner access to the keyword / secure node (see 5).
2. For each keyword you can also specify:

a. Whether access restrictions also applies to sub-keywords or not.

b. Whether access restrictions also applies to secure locations or not.

2.4.2 New keyword

You can create new sub-keyword with the “New Child Keyword”. If you check for “Create secure locations and secure nodes also”, the new keyword is created with a secure location
 and a secure node if one or more default access groups are defined for the current keyword:
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	Figure  AUTONUM  Access restrictions for new keyword.




2.5 Dependencies

When you click on a topic or a keyword, you can get an overview over dependencies on that topic or keyword. The list shows which entities or what functions is effected by that topic or keyword.  For example:

Objects 

199 object(s) are assigned to this keyword or one of its sub-keywords. 

--------------------------------------------------------------------------------

Portal Elements 

Public / sys 3 Customer & Case Log 

Portal / Redaksjon / Default Outdated list 

--------------------------------------------------------------------------------

Subscription Content Filters 

Interne nyheter 

Nyhetsbrev fra Ergo Ggroup 

-------------------------------------------------------------------------------

Transitions 

Godkjenn 

Returner til forfatter 

Send til ekstranett redaktør 

Send til webredaktør 

Sett tilbake til utkast 

--------------------------------------------------------------------------------

Secure Locations 

Approved Web Content 

--------------------------------------------------------------------------------

Object Templates 

3.0 Approved Message Template 

sys Customer & Case Log 

URL from Search 

2.6 Default Access

You can define default access group(s) for a topic / keyword. The default access group(s) can automatically be assigned to the new keywords if one creates the keyword by choosing “Create secure locations and secure nodes also”.
3 Keyword Trees
The topics contain keyword trees. The same keyword tree may be used under different topics.
	[image: image10.png]Topics  Keyword Trees | ObjectTypes ~ Secure Nodes
Al

B Arbeidsflyt
Web innku
Web redaktor
Ekstranett innkur
Ekstranett redaktor
Forfatter
Historikk
Arrangementstype
idekategori
Bildetype
Dokumenttype
Ekstranett dialogtype
Emnekode

Organisasjonsstruktur
Plassering

N
\[’|< Edit Keyword - Arbeidsflyt

Name:

‘Semantic:
ild K

Delete Selected ‘Sort Alphabetically

Keyword Name Sort Order
o av
Sl R
O oty B o
O Eovtemer B o
O [Forfatier (= o
Sl rra— R







	Figure  AUTONUM  Keyword trees.




3.1 Adding a new keyword tree or a single keyword
You can add new keyword trees ("Add Sibling Keyword") or new keywords under existing trees ("Add Child Keyword") by right-clicking when standing on an existing keyword:
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	Figure  AUTONUM  Adding a new keyword tree.




3.2 Modifying a keyword tree

By clicking on the keyword you can modify its configuration:
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	Figure  AUTONUM  Properties of a keyword.




1. Modify name of the keyword.

2. With buttons at the right, you move the keyword trees up or down. Or you may sort them alphabetically.
3. Add new child keyword to the current keyword.

4. Note that the Access-button is not available for keyword trees. Because a secure node to which access rights can apply, is combination of a specific topic and keyword. Therefore the Access-button is only available through the Topics- or Secure Nodes panes. 
5. You may delete a keyword either with the Delete-button or "Delete Selected"-button. In both cases the keyword and its sub-keywords get deleted. Note that deleting a keyword may cause irreversible loss of important data and configuration settings.
3.3 Moving a keyword 

You may move a keyword and its sub-keywords to under another keyword with the "Move keyword to…" button. Note that you may only move the keyword to under another keyword within the same main keyword tree. When you move the keyword, objects that are assigned to that keyword and its sub-keywords will also be moved.
3.4 Semantic 

A keyword may be associated with a semantic. It then gets a special "meaning" that can be used for special purposes. This is a feature that is typically used by programmers who program new functionality with eWay's API.
4 Object Types
Objects are categorized according to their type. Standard object types in eWay include employees, documents, contacts and so on. Objects types are visible in the "Object Types" tab of the Topic Configuration tool:
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	Figure  AUTONUM  Standard object types in eWay.




All objects of all object types follow the basic eWay functionality:

1. Objects have attributes, 

2. Objects can be categorized in the Knowledge Index, and 

3. Objects can be related to each other. 

Some object types have some additional properties. For instance:

1. A document object can be created from a document template object. No other object types have this kind of functionality
.

2. Fritekst search on document object type is different then the rest because Index Server is also involved in searching documents.

3. A message object can be of a configurable number of types with configurable number of fields. 

4. Image object type is also different than the rest because when an image is stored, it is stored in different sizes.

There are other major and minor differences between different object types, but as we've mentioned earlier they all follow the same rules.
4.1 Adding a new object type

The object type library of eWay can also be extended with other object types. In order to create a new object type, you have to have access to the database and you have to use other eWay administration tools like DSM Configuration tool. 
4.2 Relations

Objects of all object types can be related to each other. A relation is always between two objects. Examples:

A person may be related to a document with the relational role "Author". Then we understand that the person is the author of that document. 

A message / news may be related to a contact company with the relational role "Is about". Then we understand that the news is about that company. 

A contact person may be related to a contact company with the relational role "works at". Then we understand that the person works at that company.

You can specify which objects can be related to which other objects, and through which relational roles. For example, when you click on the object type document, you may see that a Document object can get related to Person, Contact Company, Event, Contact Person, Task and Project objects:
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	Figure  AUTONUM  The Document object type and its related object types.




4.3 Source Keyword

Valid relational roles between two object types are defined as keywords. Those may be categorized under a keyword that includes the two object type names in its name, for example "Document-Event". In the figure above we can see that the Source Keyword for relation between Document and Event object types is called "Document - Event". In order to find out roles that are defined under the "Document - Event" keyword, you may simply click on the [image: image15.bmp] button:
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	Figure  AUTONUM  The Document - Event keyword that defines the relational roles between the Document and Event object types.




You may then extend the Document - Event keyword source with a new keyword, change the name of the existing keywords or delete existing keywords. Note that when you delete a keyword that is defined as a source keyword, you also delete the relations that might already have been created with that role!
4.4 User's experience of relations

When object types are set to be related to each other with different relational roles, the user may choose from them and relate two specific objects to each other with that role. 

There are different ways of doing that, but one of the standard ways of relating the current object to another is to do that in the Properties-dialog of the current object.

 In the steps below, the user relates a specific document to a specific event:

1. User finds the document and opens its Properties-dialog.

2. He moves to the Relations-tab.
3. This gives him an overview over the document's existing relations:
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	Figure  AUTONUM  The current document has already a relation to a person object, namely the person called "eWay, Administrator".




4. To add a new relation, he clicks on the "Add relations"-button.
5. He finds the event that he wants to relate to the document, e.g. "Seminar om sikkerhet" and he chooses a relational role between the document and the event, e.g. "Annen dokumentasjon" (Other documentation):
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	Figure  AUTONUM  The current document is made related to an event object, namely the event called "Seminar om sikkerhet".




6. Relations are typically used in object home pages. An object's home page shows all related data to that object.
4.5 Lookup categories

Objects of a specific object type may exist under different dimensions in the knowledge index. By defining some of these dimensions or categories as lookup categories, you create a “shortcut” to these categories. These categories are used as filters in the object picker dialog. Please see the Object Picker document for further details.
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	Figure  AUTONUM  Two lookup categories are defined for the object type Document: 

Dokumentarkiv / Emne og Dokumentarkiv / Organisering
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	Figure  AUTONUM  These two lookup categories are used in the object picker dialog for the object type Document.




5 Object template

An object template is a set of rules / definitions with regard to profiles, relations etc. By picking an object template for your New Handler, you let the new object automatically inherit the properties that are defined in that template. If user interaction (prompt) is required in the template, the user gets a wizard for the specification of these properties. If the user is an administrator, she or he gets an additional "Edit…" button in the wizard so that she or he can change the definition of the template itself.
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	Figure  AUTONUM  New object wizard for the users.



5.1 Creating an object template

You can create a new object handle both from the Portal- and Topic Configuration tools.

1. From the Portal Configuration tool:

a. Click on the properties button of an existing object template.

b. Choose "Copy…"

2. From the "Object Templates" tab of the Topic Configuration tool.

5.2 Configuring an object template
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	Figure  AUTONUM  Object template configuration.



5.2.1 General properties

1. Name: Name of the template.

2. Object type: Type of the object the template should be used for creating new instances of.

3. Description: An explanation of the template. This text is also shown to the user in the wizard.
4. Is generic: If you check for "Is generic", the template becomes available:

a. For creating new objects from the eWay client applications: eWay Office Add-in and eWay SendTo.
b. Under the “Create attachments by a template” section of the “Upload Attachments” dialog when editing a message
5. Is Default Template: Whether the object template is the default object template for the given object type or not. The default template is used for the attachments to a message. The check box is activated only if the template is checked for “Is generic”.

5.2.2 Profile templates

Different values can be specified for the new object's profile(s).
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	Figure  AUTONUM  Profile part of the wizard for the users and its configuration.



1. Description: The text that the user sees when he or she is to specify profiles for the new object.

2. Required: Whether the whole profile is required or not.

3. The new profile at the profile level may: 

a. (From context): Inherit from the keyword context

b. (From search): Inherit from the search criteria of the object list

c. (From portal): Inherit from the portal, i.e. the portal location parameter of the portal

d. (Prompt): Be set to be defined by the user. The user gets prompted with the keyword-picker dialog.

e. Be static, i.e. set to a specific keyword.

4. The new profile at the dimension / node level may: 

a. (From context): Inherit from the keyword context

b. (From search): Inherit from the search criteria of the object list

c. (From portal): Inherit from the portal, i.e. the portal location parameter of the portal

d. (Current user): Inherit from the current user

e. (Current object): Inherit from the current object

f. (Prompt): Be set to be defined by the user. The user gets prompted with the keyword-picker dialog.

g. Be static, i.e. set to a specific keyword.

5. Required: For each dimension, you can specify whether it is required or not. If the template can not set all the required dimensions automatically, a wizard will be presented / prompted to the user so that she / he can specify the required dimensions. 

5.2.3 Relation templates

Different values can be specified for the new object's relation(s).
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	Figure  AUTONUM  Relations part of the wizard for the users and its configuration.



1. Description: The text that the user sees when he or she is to specify relations for the new object.

2. Required: Whether the relation is required or not.

3. Template type: To which other object the current object should automatically get related to. There are two options. The new object can automatically either get related to the:

a. Current user (based on the person or the contact person object), or

b. Current object (only makes sense if the new object should be created in an object context, for example in an object home page).

4. Role keyword: The relation role that should be established between the new and the related object.

5.2.4 Field templates

Different values can be specified for the new object's field(s).
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	Figure  AUTONUM  Fields part of the wizard for the users and its configuration.



1. Description: The text that the user sees when he or she is to specify a field value for the new object.

2. Required: Whether the field should always have a value or not.

3. Binding type: A value for the field is specified with:

a. Prompt: The user writes a value

b. Expression: The value is "calculated" on the basis of an expression. The following variables can be used in the expression:

i. [CurrentUserName]: Name of the current user (display name expression).

ii. [GetDate]: Current date in long date format.

iii. [GetDateShort]: Current date in short date format.

iv. [CurrentObjectName]: Name of the current object - makes only sense if the template is in use in an object context, e.g. an object home page.

c. File Template lookup: Should typically be used for a "file URL" type of field. In that case, available objects that have attached files, e.g. document templates, are listed in the wizard and the user can choose one of them.

4. Value expression: May contain a value if either "Prompt" or "Expression" is chosen as the binding type.

5.2.5 Security settings
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	Figure  AUTONUM  Security part of the wizard for the users and its configuration.



Security on the new object can be set such that: 

1. Current User: The current user gets read-, write- or owner access to the object.

2. Current Object: The current object (person or contact person) gets read-, write- or owner access to the object.

3. Current User's Group: The (first) access group that the current user belongs get read-, write- or owner access to the object.

4. Current Object's Group: The (first) access group that the current user (person or contact person) belongs get read-, write- or owner access to the object. 

5. Specific Group: A specific access group gets read-, write- or owner access to the object. 

6. Prompt: The access group or the user should be specified by the user.

6 Secure Nodes

A secure node is a specific topic + keyword combination in the knowledge index. Secure nodes are used for two purposes:

1) You can define a secure node in order to hide the keyword from (some of) the users:

· In order to see a keyword in the context of browsing through it, users should belong to an access group that has Read-access to that secure node.

· In order to see a keyword in the context of assigning objects to it, users should belong to an access group that has Write-access to that secure node.

2) You can also define a secure node in order to create "local administrator(s)" for a keyword and, if you wish, for its sub-keywords:

· When you give Control-access to a keyword for an access group, you imply that users in this access group can manage this keyword.

· Having Control-access means being the owner of that node or being a "local keyword administrator". Owners of a node may define access control on this keyword / secure node to other groups, and they may create sub-keywords under the current node.
6.1 Hiding a keyword in the context of assigning it to an object

Remember secure locations from the Security-chapter. Objects under a secure location are protected for reading or writing. But nodes of a secure location are always visible to the user - unless you define them as secure nodes. Usually one does both: when one defines a secure location one defines its nodes as secure nodes too. 

Let us for example take the secure location "Web Content" that is used in order to have a control over news publishing: only those that have Write-access to this secure location may update objects (news) that lie under it. This secure location's profile consists of two nodes in its two of three dimensions: "Information / Web" (recursively) and "Information / Godkjent".
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	Figure  AUTONUM  A secure location, "Web Content", with the nodes "Web" and "Godkjent" in its profile.




The Access group "Web redaktører" has Write-access to that secure location. This means that if you don't belong to this group, you can not create new or update existing objects with the secure location's profile; you can neither assign this profile to an existing object with another profile. In all these cases you'll receive an "Access denied" message when you try to save your changes:
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	Figure  AUTONUM  "Access denied" if you don't have access to a secure node.



If you define the nodes of the secure location as secure nodes as well, the user does not "see" these nodes at all when he tries to assign his object that profile in the first place. If this is what you want, which usually should be the case, you should define these nodes (or only the critical node if you wish - in this case "Godkjent".) as secure nodes as well:
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	Figure  AUTONUM  Defining the node "Informasjon / Godkjent" as a secure node.




Then you should probably let the same access group as the one you have used in the secure location to have Write-access to that node:
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	Figure  AUTONUM  Giving Write-access to "Web redaktører" for that secure node.




Giving Write-access to "Web redaktører" for that secure node will hide this node from anybody else in the context of assigning an object to that node. Everyone else than those who belong to the "Web redaktører" access group, will not be able to see the node when they try to assign their object to that node as part of the object's profile.

6.2 Hiding a keyword when navigating to / from it 

Similarly, giving Read-access to an acess group for a secure node will hide this node from anybody else when navigating to / from it. This means that they will for example not be able to select this node when searching with keyword filters, when they navigate within the knowledge index or in a keyword navigator within a portal. When they can not see the keyword, they will not be able to assign their object to that node as part of the object's profile either.

6.3 Control-access to a secure node

Those who have Control-access to a secure node are also called the node's owners and also called "local knowledge administrators":
· Owner of a secure node can create knowledge index nodes under the node that it owns.

· Owner of a secure node can delegate ownership to the others.

One can think of many different areas of usage for this functionality, like for instance using the knowledge index like MS Windows File Explorer where one can create his own folders and sub-folders to store his own personal documents.

Imagine that the Knowledge Index has a keyword tree called "Personal folders" under the "Arkiv" topic. If the nodes in this keyword tree are defined as secure nodes where different "individuals" have access to their own nodes, they may create their own sub-folders and administrate their own part of the knowledge index.
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	Figure  AUTONUM  Knowledge Index with personal folders.




Note that these nodes should also be defined as secure locations if one wants to protect people's personal documents. The node "Arkiv / Gulay" for example, should be defined as a secure location (with Write-access to the individual "Gulay") and secure node (with Control-access to the individual "Gulay").

6.4 User interface for those who have Control-access to a secure node

One who has control-access to a secure node may:

1. Give Control-access to others on this keyword or its sub-keywords.

2. Create sub-keywords under this keyword.

The Keyword-Properties dialog that is available in the context menu of the Knowledge Index gives configuration possibilities to a secure node owner, for example to "Gulay":
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	Figure  AUTONUM  "Properties" of the context menu of the Knowledge Index.



With the Properties-dialog, Gulay may give Control-access to others on this keyword and create sub-keywords under this keyword:
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	Figure  AUTONUM  Properties-dialog for the keyword.



She may use this dialog and for instance create the following keyword structure for herself:
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	Figure  AUTONUM  A branch of the Knowledge Index for which Gulay is a local administrator.




6.5 Rules for secure nodes

This is an example tree of keywords and secure nodes:
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In this case the following rules apply to the secure nodes:

1. User A has read access to Rom / Forum – not recursive.
a. No other restrictions are set to the sub-nodes => User A has read access to all nodes under Rom / Forum.
b. User B has read access to Test1_1 – not recursive. => User A has read-access to all nodes except Test1_1.

c. User B has read access to Test1_1 –recursive. => User A has read-access to all nodes except Test1_1 and Test1_1_1.

2. User A has read access to Rom / Forum –recursive.
a. No o other restrictions are set to the sub-nodes. => User A has then read access to all nodes under Rom / Forum.
b. User B has read access to Test1_1 – not recursive. => User A has read-access to all nodes including Test1_1.

c. User B has read access to Test1_1 –recursive. => User A has read-access to all nodes including  Test1_1 and Test1_1_1
d. This means that when security is set recursively, one can add several access groups to sub-nodes but one can’t restrict the security settings.

3. Rules 1 and 2 apply to the write access also.

4. Owner role is always recursive. If user A has owner access to Rom / Forum, she will always be able to see / modify the existing sub-nodes and create new sub-nodes.
� Please see the eWay Security Configuration document for details on Secure Locations.


� Also process and process template are implemented with a similar functionality. But the Process Module is under revision as a whole.
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